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Speakers

ÅGreg Hauser ðNorth Carolina Emergency 

Management

Communications Branch Manager/SWIC

ÅRed Grasso ðNorth Carolina Department of IT

Program Manager ðFirst Responder Emerging 

Technologies Program

ÅPokey Harris ðNorth Carolina Department of IT

Executive Director ðNorth Carolina 911 Board
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Agenda

ÅIdentify the mission of Public Safety 

ÅIdentify what Public Safety Information is out 

there

ÅIdentify measures to secure the information
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Objective 

ÅProvide attendees an alternative look at what 

public safety information is available for public 

consumption and how that information could 

potentially be used to do harm. 

ÅThe choice to secure information relies on the 

originator.
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Disclaimer

ÅThis presentation does not assume any entity or 

agency is doing anything incorrectly.  Examples 

given are all North Carolina specific and are 

intended to show lessons learned.
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State Interoperability Executive 

Committee (SIEC)
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State Interoperability Executive 

Committee (SIEC)
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North Carolinaõs Public Safety Mission

ÅTo ensure that citizens can access and receive 

assistance in their time of need.

ÅTo protect day to day activities in accordance with 

all applicable laws. 
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Public Safety Vulnerabilities

ÅAs a society we, the public, are connected to 

technology on a daily basis.

ÅHow vulnerable are cellular voice and data 

networks?

ÅIs the information that the public has access to 

available to public safety?  
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Public Safety Vulnerabilities

ÅPublic Safety Answering Points (PSAP)

ïThe act of answering and processing a 911 call

ïDispatching units to assist the public

ÅHow does a PSAP ensure that their systems are 

safe and the information remains secure?

ïHardware security (USB drives)

ïSystem security (Access to the Internet)
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Public Safety Vulnerabilities

ÅNCDIT 911 Board Emergency Services IP Network

ïNetwork Monitoring and Assistance Center (NMAC)

ÅSecurity aStatewide 911 Network

ï2800+ Telecommunicators acting as sensors

ï2800+ Telecommunicatorsthat could unwillingly do 

harm
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Information pathways within Public Safety

ÅEmail traffic - Controlling who forwards the email

ÅRadio traffic ðControlling who is listening

ÅVirtual traffic (WebEx, Teams, etc) ðControlling who is 

watching
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Information sharing vs. Information 

entitlement

ÅInformation versus Data

ÅWho needs to know vs. who wants to know

ïVertical Information Management

ïHorizontal/Lateral Information sharing

ïResponsible to take action

ÅSecurity and convenience

ïKeys and codes, access considerations
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Public Information Availability  

Is the information that public safety has access to available to 

the public?

ÅYes  

Whatever we want to share

ÅGood (on purpose)

ÅBad(mistake or on

purpose)
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Public Information Availability  

Is the information that public safety has access to 

available to the public?

ÅNo, but yes 

People trying to circumvent a process to get the 

info.
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Radio Traffic Interception

ÅUsing free applications and web based platforms, 

sensitive, law enforcement information is being 

captured and used to the detriment of public 

safety.

ïRecent civil unrest activities

ÅCharlotte, Raleigh, Asheville, Fayetteville, Greenville, etc.

ÅAll agencies reported bad actors listening to 

smartphone apps for which law enforcement was 

broadcasting tactical movements.
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Actions and options
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